Greyfriars Medical Centre

GDPR Privacy Notice

This privacy notice tells you what to expect us to do with your personal information when you contact us or use our services.


Our contact details 

Name: Greyfriars Medical Centre

Address: 33-37 Castle Street, Dumfries, DG1 1DL

General phone number: 01387 257752

General inquiries email address: dg.gpcliny18560@nhs.scot

Website: www.greyfriarsmedicalcentre.co.uk

We are the controller for your information. A controller decides on why and how information is used and shared. 

Data Protection Officer 

Our Data Protection Officer is Gillian Jamieson based at NHS Dumfries and Galloway, IM&T, Mountainhall Treatment Centre, Bankend Road, Dumfries DG1 4AP. She is responsible for monitoring our compliance with data protection requirements. 


How do we get information and why do we have it? 

The personal information we collect is provided directly from you for one of the following reasons:  

· you have provided information to seek care – this is used directly for your care, and also to manage the services we provide, to clinically audit our services, investigate complaints, or to be used as evidence as part of an investigation into care
· you have sought funding for continuing health care 
· you have applied for a job with us or work for us
· you have made a complaint/provided feedback
· as a direct request by us in relation to your medical care, not covered above





We also receive personal information about you indirectly from others, for example: 

· from other health and care organisations involved in your care so that we can provide you with care
· from family members or carers to support your care 

What information do we collect?

Personal information

We will collect information such as personal details, including name, address, telephone number, email address, next of kin, records of appointments, visits, telephone calls, your health records, treatment and medications, test results, X-rays, etc. and any other relevant information to enable us to deliver effective medical care.
We currently collect and use the following personal information

· personal identifiers and contacts (for example, name and contact details)
· photographic identity (photo ID) (for example, photographs of staff for ID badges or our website)


More sensitive information 

We process the following more sensitive data (including special category data): 

· data concerning physical or mental health (for example, details about your appointments or diagnosis)
· data revealing racial or ethnic origin
· data concerning a person’s sexual orientation
· genetic data (for example, details about a DNA sample taken from you as part of a genetic clinical service)
· biometric data (where used for identification purposes)
· data revealing religious or philosophical beliefs where necessary for medical care

[bookmark: _heading=h.gjdgxs]Who do we share information with? 

We may share information with the following types of organisations:

· Hospitals, community care teams, care homes
· Third party data processors (such as IT systems suppliers) where approved
· Planners of health and care services
· Other health care organisations in the course of providing direct medical care, not covered above 




In some circumstances we are legally obliged to share information. This includes:

· when required by NHS Scotland to develop national IT and data services
· when required by Dumfries & Galloway Health Board  
· when registering births and deaths
· when reporting some infectious diseases
· when a court orders us to do so
· where a public inquiry requires the information

We will also share information if the public good outweighs your right to confidentiality. This could include:

· where a serious crime has been committed 
· where there are serious risks to the public or staff
· to protect children or vulnerable adults

We may also process your information in order to de-identify it, so that it can be used for purposes beyond your individual care whilst maintaining your confidentiality.  These purposes will include to comply with the law and for public interest reasons.

Is information transferred outside the UK? 

Our data is hosted in Scotland and is only available to our staff and technical support staff in the UK.

What is our lawful basis for using information?

Personal information

Under the UK General Data Protection Regulation (UK GDPR), Articles 6 and 9, the lawful basis sub categories we rely on for using personal information is: 

(a) We have your consent - this must be freely given, specific, informed and unambiguous. 

(b) We have a contractual obligation - between a person and a service, such as a service user and privately funded care home.

(c) We have a legal obligation - the law requires us to do this, for example where NHS Scotland or the courts use their powers to require the data. 

(e) We need it to perform a public task - a public body, such as an NHS organisation or registered social care organisation, is required to undertake particular activities by law. 

(h) Health or social care (with a basis in law) 

(i)  Public health (with a basis in law)
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(b) We need it for employment, social security and social protection reasons (if authorised by law). 

(f) We need for a legal claim or the courts require it. 

(g) There is a substantial public interest (with a basis in law). 

(h) To provide and manage health or social care (with a basis in law). 

(i) To manage public health (with a basis in law). 

(j) For Archiving, research and statistics (with a basis in law). 


How do we store your personal information?

Your information is securely stored for the time periods specified in the NHS Codes of Practice for Records Management. Full details can be found at the following link:

Records Management Code of Practice for Health and Social Care v4.0


What are your data protection rights?

Under data protection law, you have rights including:

Your right of access - You have the right to ask us for copies of your personal information (known as a Subject Access Request).

Your right to rectification - You have the right to ask us to rectify personal information. You also have the right to ask us to complete information you think is incomplete. 

Your right to erasure - You have the right to ask us to erase your personal information in certain circumstances. 

Your right to restriction of processing - You have the right to ask us to restrict the processing of your personal information in certain circumstances. 

Your right to object to processing - You have the right to object to the processing of your personal information in certain circumstances.

Your right to data portability - You have the right to ask that we transfer the personal information you gave us to another organisation, or to you, in certain circumstances.

If you make a request, we have one month to respond to you. This can be extended in certain circumstances. 


Opt-out

You have a right to object to your information being shared. Should you wish to opt out of data collection and sharing, please contact a member of staff who will be able to explain how you can opt out and prevent your information from being shared outside this practice.

How do I complain?

If you have any concerns about our use of your personal information, you can make a complaint to the Practice Manager, Mr Barrie Hyslop, at Greyfriars Medical Centre.

Following this, if you are still unhappy with how we have used your data, you can then complain to the ICO.

The ICO’s address is:     
       
Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF

Helpline number: 0303 123 1113

ICO website: https://www.ico.org.uk 


Date of last review

March 2025 (next review March 2026).
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